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Abstract
We establish a condition necessary and sucient for the existence of one-way permutations:
One-way permutations exist if and only if there exist total one-one one-way functions whose
range is P-rankable. c© 2000 Elsevier Science B.V. All rights reserved.
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1. Introduction
For many types of one-way functions, the existence question has been characterized
in the literature as equivalent to the separation of suitable complexity classes. Such a
characterization for the existence of one-way permutations, however, is still missing.
To date, the result closest to this goal is the characterization of the existence of a
partial; injective; and surjective one-way function f by the condition P 6=UP\ coUP
[4], where UP as is standard denotes Valiant’s class Unambiguous Polynomial Time
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[13]. 3 Since f is not total, f is not a permutation of  (even though f is a bijection
mapping a subset of  onto ). Thus, P 6=UP\ coUP potentially is a strictly weaker
condition than the existence of a one-way permutation. Of course, such a function f
can be made total [4], but only at the cost of loss of surjectivity (even though such
a total one-way function created from f still has a range in P). However, we will
show that the existence of one-way permutations is equivalent to the existence of total
injective one-way functions whose range is P-rankable.
2. Denitions
We present some notations and denitions used in this paper. All sets considered are
subsets of , where = f0; 1g. The length of a string x2 is denoted by jxj and the
cardinality of a set L by kLk. Let 6lex denote the standard quasi-lexicographical
ordering on . For each (single-valued, partial or total) function f :!, let
dom(f) and range(f) denote the domain and range of f, respectively.
Next, we dene one-way functions and permutations. One-way functions by the stan-
dard denition, which we adopt, may be partial. However, the focus of this paper will
be related to total one-way functions. (Selman [12] has written an excellent taxonomy
of one-way functions, and some recent work on integrating algebraic properties and se-
curity properties can be found in Hemaspaandra and Rothe [7].) Note that the honesty
of one-way functions is required in order to avoid the case that the FP-noninvertibility
is trivial.
Denition 1 (see Grollmann and Selman [4]; Selman [12]; Rothe and Hemaspaandra
[11]).
(1) A function f is honest if there is a polynomial p such that for every y2 range(f)
and for every x2 dom(f), if y=f(x) then jxj6p(jyj).
(2) A function f is poly-one if there is a polynomial p such that jf−1(y)j6p(jyj)
for each y 2 range(f).
(3) A (many-one) function f is said to be FP-invertible if there is a function g2FP
such that for every y2 range(f), g(y) prints some value of f−1(y). In particular,
if f is one-one, FP-invertibility of f means f−1 2FP.
(4) A function f is said to be a one-one (respectively, poly-one, many-one) one-way
function if f is honest, one-one (respectively, poly-one, many-one), f2FP, and
f is not FP-invertible. If f :! is a total, surjective, and one-one one-way
function, f is called a one-way permutation.
3 Fenner et al. [1] make the following claim: If P= 1-EASY88 (see [8, 11, 1] for an exact denition
and further discussion), then there exist no one-way permutations. However, since P= 1-EASY88 implies
P=UP\ coUP, the following also correct claim is stronger: If P=UP\ coUP, then there exist no one-way
permutations. The dicult part seems to be the converse implication, and we conjecture that the converse
does not hold.
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Sometimes the following weaker denition of honesty is used: f is honest if there
is a polynomial p such that for every y2 range(f) there is a string x2 dom(f) such
that y=f(x) and jxj6p(jyj). The result of this paper holds also for this alternate
denition.
Denition 2 (Goldberg and Sipser [2]). A set A is said to be P-rankable if there ex-
ists a polynomial-time computable function rank so that (8x2) [rank(x)= kA6lex xk],
where A6lex x denotes the set of all strings w2A with w6lex x.
That is, a ranking function for A tells us the number of strings in A up to a given
string. To avoid confusion, we mention that the notion of P-rankability used here (and
in [2]) is also sometimes referred to as \strong P-rankability" (e.g., in [6]).
3. Characterizing the existence of one-way permutations
We now will state and prove our result. Note that we are discussing one-way func-
tions in the standard complexity-theoretic setting introduced by Grollmann and Selman
[4], i.e., the setting of worst-case cryptography. (One-way functions in the average-case
cryptography model are not discussed here, though we mention that one-way permu-
tations have been studied in that context [14, 10, 5].)
Theorem 3. One-way permutations exist if and only if there exist total one-one one-
way functions whose range is P-rankable.
Proof. The \only if " direction is immediate, since  is P-rankable.
For the converse, suppose there exists a total one-one one-way function f whose
range is P-rankable. We will dene a one-way permutation h. Intuitively, the idea is
to ll in the holes in the range of f, using its P-rankability. Let T = range(f) be
P-rankable. For each n, let holes(n) df= 2n − kT=nk: Note that since T is P-rankable,
holes is in FP. Let us introduce some useful notation. For each string x, let k(x)
be the lexicographical position of x among the length jxj strings; e.g., k(000)=1
and k(111)=8. For each string x and each j2N, let x − j denote the string that in
lexicographical order comes j places before x. For each set A and each k 2N, let A[k]
be the kth string of A in lexicographical order. Now dene the function h by
h(x) df=
8<
:
f(x −Pjxji=0 holes(i)) if k(x)>holes(jxj);
(T \jxj)[k(x)] if k(x)6holes(jxj).
Since T is P-rankable and f2FP, we have h2FP. Clearly, h is honest and injective,
h is total, and range(h)=. If one could invert h in polynomial time, then f would
also be FP-invertible, as the P-rankability of T allows one to nd the string in the
range of f that should be inverted with respect to h, and after inverting we shift the
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inverse with respect to h, say z, by
Pjzj
i=0 holes(i) positions to obtain the true inverse
with respect to f. Hence, h is a one-way permutation.
We now make a few remarks regarding our result and related issues. Note that P-
rankability of the range of f suces to give us Theorem 3, and Theorem 3 is stated
in this way. However, even weaker notions would work. Without going into precise
details, we remark that one just needs a function that, from some easily found and
countable set of places, is an honest address function (see [3]) for the complement of
the range of f. Of course, the ultimate goal is to nd a characterization of the existence
of one-way permutations in terms of a separation of suitable complexity classes.
A referee, asking if honesty might be getting in the way of a simpler proof of this
paper’s result, asked whether it would be dicult to prove the equivalence of the ex-
istence of one-way permutations (removing the honesty condition) and the existence
of one-way permutations (including, as is standard, the honesty condition). The an-
swer to this reasonable worry is that it is likely to be very dicult to prove such an
equivalence. In particular, note that one-way permutations, re-dened with the honesty
condition removed, do exist. The reason is analogous to the comment made before
Denition 1: Permutations that, for example, innitely often exponentially shrink their
inputs will necessarily be non-FP-invertible.
Finally, we mention that we have also obtained results [11] relating the certicate
classes of Hemaspaandra, Rothe, and Wechsung [8] to characterizing the existence of
partial one-way permutations.
Acknowledgements
We thank Erich Gradel, Lance Fortnow, Alan Selman, and Gerd Wechsung for
interesting discussions about one-way permutations and related topics, and we thank
editor Giorgio Ausiello and two anonymous referees for their helpful comments and
suggestions.
References
[1] S. Fenner, L. Fortnow, A. Naik, J. Rogers, On inverting onto functions, in: Proc. 11th Annual
IEEE Conf. on Computational Complexity, S. Homer and J. Cai editors, IEEE Computer Society Press,
Silver Spring, MD, 1996, pp. 213{222.
[2] A. Goldberg, M. Sipser, Compression and ranking, SIAM J. Comput. 20 (3) (1991) 524{536.
[3] J. Goldsmith, L. Hemachandra, K. Kunen, Polynomial-time compression, Comput. Complexity 2 (1)
(1992) 18{39.
[4] J. Grollmann, A. Selman, Complexity measures for public-key cryptosystems, SIAM J. Comput. 17 (2)
(1988) 309{335.
[5] J. Hastad, R. Impagliazzo, L. Levin, M. Luby, A pseudorandom generator from any one-way function,
SIAM J. Comput. 28 (4) (1999) 1364{1396.
[6] L. Hemachandra, S. Rudich, On the complexity of ranking, J. Comput. System Sci. 41 (2) (1990)
251{271.
L.A. Hemaspaandra, J. Rothe / Theoretical Computer Science 244 (2000) 257{261 261
[7] L. Hemaspaandra, J. Rothe, Creating strong, total, commutative, associative one-way functions from
any one-way function in complexity theory, J. Comput. System Sci. 58 (3) (1999) 648{659.
[8] L. Hemaspaandra, J. Rothe, G. Wechsung, Easy sets and hard certicate schemes, Acta Inform. 34 (11)
(1997) 859{879.
[9] L. Hemaspaandra, J. Rothe, G. Wechsung, On sets with easy certicates and the existence of one-way
permutations, in: Proc. 3rd Italian Conf. on Algorithms and Complexity, G. Bongiovanni, D. Baset,
and G. Di Battista, editors, Springer-Verlag Lecture Notes in Computer Science, Vol. 1203, Springer,
Berlin, 1997, pp. 264{275.
[10] R. Impagliazzo, S. Rudich, Limits on the provable consequences of one-way permutations, in: Proc.
21st ACM Symp. on Theory of Computing, ACM, New York, 1989, pp. 44{61.
[11] J. Rothe, L. Hemaspaandra, Characterizations of the existence of partial and total one-way permutations,
Technical Report Math=Inf=96=7, Institut fur Informatik, Friedrich-Schiller-Universitat, Jena, Germany,
April 1996.
[12] A.L. Selman, A survey of one-way functions in complexity theory, Math. Systems Theory 25 (1992)
203{221.
[13] L. Valiant, The relative complexity of checking and evaluating, Inform. Process. Lett. 5 (1) (1976)
20{23.
[14] A. Yao, Theory and applications of trapdoor functions, in: Proc. 23rd IEEE Symp. on Foundations of
Computer Science, 1982, pp. 80{91.
